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1 Introduction

1 Introduction

With firmware V4 of TWN4, ELATEC GmbH introduces extensive support for data security on the TWN4
family of devices. This document describes, how to activate and use TWN4 Device Security.
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2 Related Documents ELATEC

2 Related Documents

For usage of the program AppBlaster, please also see the document "TWN4 AppBlaster Config Cards
User Guide".
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3 Purpose of TWN4 Device Security

In order to get a better understanding of the object, we distinguish between following security domains:
» Security features, which are supported already today and w/o further action
» Security features, which become available by activating TWN4 Device Security

» Security features, which depend on the custom specific application and require an individual evalu-
ation and implementation
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3.1 Comparison of Security Domains

Here is a list of various aspects around security of TWN4 and how to achieve required level of secu-

rity:
Feature Generally Supported by To be
Supported TWN4 Device | Implemented in

Security Application

TWN4 read protection of firmware Yes Generally -
supported

TWN4 read protection of App Yes Generally -
supported

Encrypted firmware in image (bix) file Yes Generally -
supported

Encrypted App in image file No Yes -

Save storage of secret data (keys) in the No Yes -

App

Encrypted AppBlaster project file No Yes -

Custom-specific encrypted firmware in im- No Yes -

age (bix) file

Custom-specific encrypted App in image No Yes -

(bix) file

TWN4 protection against being pro- No Yes -

grammed with unwanted firmware images

TWN4 protection against being configured No Yes -

with unwanted CONFIG Cards

Protect firmware images against being No Yes -

used in 3rd party TWN4

Protect CONFIG Cards against being used No Yes -

in 3rd party TWN4

Save storage of secret data (keys) on No Yes (e.g. key Yes

mass storage of TWN4 stored securely | (depending on
in the App) data being

stored)

TWN4 custom-specific host communica- No No Yes

tion

TWN4 custom-specific transponder com- No No Yes

munication
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3.2 Typical Use Cases for TWN4 Device Security

 Solution providers send firmware images and project files containing secret data even over public
communication channels, e.g. email.

+ Solution providers ensure, that their TWN4 in the field are programmed with wanted firmware images
only.

« TWN4 cannot be programmed with firmware, which is intended for use in a different application or
by 3rd party.

» Protect TWN4 against being configured by others.
+ TWN4 does only accept CONFIG Cards, which are wanted by the solution provider.
» Firmware images and CONFIG Cards cannot by used by 3rd party.
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4 How does TWN4 Device Security Work?

TWN4 Device Security is based on symmetrical encryption. This means: An identical encryption key is
known both to the instance, which is sending encrypted data and the instance, which is receiving and
decrypting data.

For TWN4 Device Security, this means:
» AppBlaster is the instance, which is encrypting data (firmware images, CONFIG Cards, project files)
» AppBlaster is also the instance, which is decrypting data (project files)
+ TWN4 is the instance which is decrypting data (CONFIG Cards, project files)

As an illustration, see flow of data in the picture picture below:

Key storage
(Security Base)

Encrypted
firmware image

TWN4 with
activated Device
Encrypted AppBlaster Security
project file T
./ Encrypted
CONFIG Programmer CONFIG Card
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5 How to use TWN4 Device Security

In order to use TWN4 Device Security on a specific device following basic tasks must be performed:
» Setup Security Block
« Activation of Device Security on TWN4

+ Create suitable firmware image - or - Create suitable CONFIG Card

5.1 Prerequisites

In order to use TWN4 Device Security there are minimum requirements for the firmware installed on
TWN4:

* TWN4 minimum version of boot loader is 1.20. The boot loader is installed on TWN4 by ELATEC
GmbH during production. It cannot be installed by the user or solution provider.

* TWN4 minimum version of firmware is 4.01. The firmware is part of the development pack is accord-
ing version, e.g. TWN4DevPack401.zip. It can be downloaded from web site of ELATEC GmbH.
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5.2 Security Blocks

Before any encryption can be used, appropriate security information must be setup. The information,
which is needed to activate Device Security on TWN4, encrypt firmware images or CONFIG Cards is
called "Security Block".

Security Blocks are stored in the so called Security Base. The Security Base is located in the registry of
current Windows user.

Please Note:

» The save storage of the Security Base directly depends on the security of the underlying operating
system. For this reason, ELATEC GmbH recommends, to turn on encryption of the hard disc where
the registry is located. Typically, this is drive C: of the computer.

In order to setup a Security Block start AppBlaster. In the top menu select "Tools - Manage Security". The
dialog "Manage Security" will be opened.

The dialog "Manage Security" is divided into three sections:
1. "Security Base": In this section, Security Blocks are managed, thus created, modified and deleted.

2. "TWN4 Actions": This section allows to activate or deactivate security or check current security
status of a connected TWN4.

3. "Messages" This section is used to show currently running actions or display the result of an action.

/‘ Settings
Securly Base
MName  Description Key Phrase Diversfy  Key ID Edt
§ BppBlaster 40002 - * Create
| Project | Tools | |
| Manage Security Delete hem
Pragram Fismware of BLE Module ‘
Program sl
Firmware |
mage Move Down
o
TWN4 Actions
Configurable
Project
Read Program Deactivate
Security Siatus Security Block. Security
Messages
Source Code . _________________________________________________}

Project

===

Page 10 of 21



6 Create Security Block ELATEC

6 Create Security Block

In order to create the actual Security Block, a new item in the Security base must be created. Click button
"Create" to achieve this. A new dialog is opened:

N J Create Security Block - o X
Securty rfomation
}- Settings
e Name: || ?
Name  Descrplion Hay Phvase Diversfy ey ID

Descrition: | [
Create ; )

Key Phrase: | & |2
Delete ho

L] Diverséy ey by meana of keyname 2

== -

THN4 Actions.

Messages
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The dialog requires following information to be entered:
+ Key name
+ Description

* Key phrase

Diversify key (yes/no)

The picture below is explaining in detail, which information is needed:

Key Name

The key name consists of 1-4
digits or upper case characters. It
is used as a label to recognize the
key to be used for a specific
purpose. The key name is stored

Description

The description should explain
the usage of a security block
more detailed. This
information is optional.

in TWN4.
J Createfecurity Block o x|
Sectiiyg Infd mation
Name: | SMP1 ?
Description: |Sample Project 1 IE
Key Phrase: \ ........ ] - 7
(] Diversfy key by means of key name | 7
Save Cancel
Key Phrase

The key phrase is used

to calculate a 128 bit

key for encryption. Diversify Key
If there is a need for a common
standard key, there is the option still
have security domains separated by
diversifying key upon key name.

Click button "Save" to store the information in the Security Base.
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The newly created item is display in the dialog "Manage Security":

Key ID
Calculated from the
specified information.

Key Name K\.EV Phrase Th]l: Value:[a“OTst
Entered in D.Isplayed S t0 sl,(e e:z
the dialog hidden appropriate key from

the Security Base.

1 Manage Seeurity - ] x
" Settings
ecunty Base
Uame  Description ey hrase Divessfy  Key ID =
SMP1 Sample Project 1 R EMMEEE ne EFBSCF31
Create:
Description Diversify Key
Entered in Entered in the
the dialog dialog

We are now ready to activate Device Security on TWN4.
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6.1 Considerations for Security Blocks

Here are some considerations about creation of Security Blocks:

Should there be a common key for all devices of all customers?

This strongly depends on the requirements from point of view of a system provider. If the only
requirement is to ensure compatibility of firmware images to the solution provider itself, this can be
ok.

To which customers should firmware images be compatible?

Compatibility between devices and firmware images basically requires identical Security Block. If
firmware images must be interchanged between several projects or customers, the key must be
identical.

How should | call a Key Name?

It depends on the intention for using security. One approach could be to take identical Key Name and
App name for a specific project or application. Another one could be to use different keys for different
customers. In this case you would choose a key name which is assigned to a specific customer.

Should diversification be used?
Diversification allows to use identical password for several projects or customers while maintaining
that firmware images cannot be exchanged between projects or customers.

How to ensure identical key between several Security Blocks?
Even though, it is rather uncommon to specify several Security Blocks, which have identical key, it is
possible. Equality of key can be determined by comparing the Key ID of Security Blocks in question.
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7 Activation of Device Security on TWN4

In order to activate TWN4 Device Security, follow these few steps:

» Step 1 - Connect TWN4
In order to activate TWN4 Device Security, connect a TWN4 to the host computer. Typically, TWN4
is connected to the host using USB. If TWN4 should be connected via RS232, please choose appro-
priate COM port in the "Settings" dialog. It is available on the top of the dialog "Manage Security".

+ Step 2 - Select Security Block
Open dialog "Manage Security" and choose desired Security Block from the Security Base.

+ Step 3 - Start Programming
Click button "Program Security Block". AppBlaster will establish a connection to the connected
TWN4 and program appropriate Security Block into TWN4 automatically. Once operation is com-
pleted, the result is displayed in the section "Messages" of the dialog.

§ Manage Security - m} ®
/‘ Settings
Securily Base
Hame Description Key Phrase Diversfy Key ID Edt
SMP1 Sample Project 1 sreesesee no EFBECF31
Create:
Select Security S
Block from the
Security Base Mave Up
Start Move Down
programming
o
TWN4 Actions
Read Program Deactivate
Securdy Status Security Block Secuty
Messages
------ Programming Security Bleck - -— -—— -— A
Detecting USE device: Found USE HID keyboard esulator.
Stazting boot loadez: OF
Connecting... OK
Reading infos: OK
Bostloader: V1.20 (TWN4 Nano)
TWH4 Mano, Wi.0L, Heyboard T
Remainging activatiens: 4 Remalnlng
Remainging deactivations: 4 progr—amming
Security Stats Befors Programming C\ﬂ:les
Fey: <net programmed-
Key ID: <not programmed:
Key Name: <not programmed:
The device contains me security informar
Programming security bBleck! OF
Programmed
Security State Rfter Frogramming i
- - Security Block
Hey Name: "SHPL"
The device contains valid security information.
Restarting device: OK
Done .
I
< >
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7.1 Deactivation of Device Security on TWN4

For a limited number of cycles it is possible to activate and deactivate Device Security. Typically, it is
possible to activate and deactivate Device Security four times. the number of possible rounds depends on
other programmed options, which share identical memory.

+ Step 1 - Connect TWN4
Connect a TWN4 to the host computer like during activation.

+ Step 2 - Deactivate Device Security
Click button "Deactivate Security". AppBlaster will establish a connection to the connected TWN4
and deactivate security. Once operation is completed, the result is displayed in the section "Mes-
sages" of the dialog.
Note:
In order to deactivate security on TWN4, the key currently active in TWN4 must be known by App-
Blaster. This means, currently in TWN4 active Security Block must also be part of the Security Base.
It is not necessary for the user to select appropriate Security Block. It is selected automatically by
AppBlaster.

7.2 Checking Security Status of TWN4

At any time, it is possible to check, if security on TWN4 is currently turned on or off and which Security
Block is currently programmed in TWN4. Following steps:

+ Step 1 - Connect TWN4
Connect a TWN4 to the host computer like during activation.

» Step 2 - Read Security Status
Click button "Read Security Status". AppBlaster will establish a connection to the connected TWN4
and read security status. Once operation is completed, the result is displayed in the section "Mes-
sages" of the dialog.
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8 Preparing a Configuration for TWN4

With AppBlaster 4.01, a new dialog "Security" has been established as part of projects (both configurable
and source code projects).

This dialog is used to create configurations with activated security. Configurations can be either firmware
images or CONFIG Cards.

Activating security has following impact:

* Firmware images (both contained firmware and App) are encrypted using a key specified by the
selected Security Block.

+ CONFIG Cards are encrypted using identical key.
+ AppBlaster project files are encrypted using identical key.

By default, the security dialog of a project looks like below:

J Configurable Project — O x

u Save .@; Create Image épmgramlmage /’ Settings

Action ftems Security
: Application Template
*I Transponder Types
- Prefixc/Fiedd Delimiter/Suffoc
:-- Behavior/Signalling

Securty: [ ] Activated 5 Sde'glod‘

R

Yo Cmation

Note: Using security requires TWN4 with boot loader W1.20 or later.

Messages

.|
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In order to turn on security, mark the check box "Activated"

Security
Security: Activated Secgr?tlyeglod(
Security Block
Name: <Mone>
Description:  <Mo security block selected>
Key Phrase:  <MNones B
Diversify: n/a
Key ID:  <Mone:

Note: Using security requires TWMN4 with boot loader V1.20 or later.

In the second step, select desired Security block. This is achieved by

J Select Security Block - [m] X
Avalable Securty Books
Conf ble Project - a x
¥ Configurable Proj Mame  Descrtion Key Phrase Diversfy  Key ID
[l sve | g crestermage é?mgmmlmlg! A settings SMP1  SomgleProject1  seeeeees o EFBECF31
Action Rems Securty
Sopication Tenplat
# Transponder Types
Prefix/Fedd Delimiter/ Suffix
Behavior/Sgnaling ‘Select
e ity 2 s = “
Securty
Version Information
Secunty Back
Home: SMP1
Desciption:  Sample Project 1
Ky Preee: E-S
Div n
Key ID:  EFBECFI1

Hte: Using security requires TWNA with boot loader V120 or later.

This is everything before generating either firmware image or CONFIG Card.
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8.1 Creating a Firmware Image for TWN4

There is no difference in the steps for creation of a secured or non-secured image. During compilation of
a configuration, following messages appear:

—————— Create Image ------- —
Building image "RApps\TWH4_xEx40]1 TESTI00_Test_Project bix™
Cempiling/Linking

Creating Image (Security Om)
m—

Remarkably, creating image is displayed as "Creating Image (Security On)".

Messages

—————— Prog Image -—= -—= - -—=
Frogramming image “Apps\TWH4_xKxd0l_TEST100_Test_Frojecs.bix"
Detecting USE device: Found USE HID keyboard emulator.

Starting boot loader: OF

Bootloader: V1.20 (TWN4 Manc, Custom Security Om)

. — — A - et boazd
Checksum of image: OF
Check compatibility: OK
Programming Firmware: OF
Programming App: OK
Firmware after programmding: TWN4 Mano, V4.01, Hevboard
Restarting: OH

Deane .

< >

During programming, appropriate operation mode of TWN4 is detected. With Device Security turned on in
TWN4, the message "Custom Security On" is displayed.
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8.2 Creating a CONFIG Card for TWN4

There is also no difference in the steps for creation of a secured or non-secured CONFIG Card. During
compilation of a configuration, following messages appear:

Messages

------ Create Image ---
Building image "Apps\IWN4 xEx401 TEST100 Test Project_ ConfigCard.bix"
Compiling/Linking

Creating Image (Security On)

------ Create Card ----

Card information

ProgID 37001800055135333€33393€

Source TWN4_xEx40l1_TEST100_Test_Project_ConfigCard.bix
Size l44¢€

Date 2020-05-27

KeyName SMP1
KeyID EFB8CF31

Done.

< >

Noticeable difference during configuration again is "Creating Image (Security On)".

Card information is extended by two lines, which contain Key Name and Key ID. This information can be
read back from the card at any time in order to determine purpose of the specific card.
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9 Disclaimer

9 Disclaimer

ELATEC GmbH reserves the right to change any information or data in this document without prior no-
tice. The distribution and the update of this document is not controlled. ELATEC GmbH declines all
responsibility for the use of product with any other specifications but the ones mentioned above. Any ad-
ditional requirement for a specific custom application has to be validated by the customer himself at his
own responsibility. Where application information is given, it is only advisory and does not form part of the
specification.

All referenced brands, product names, service names and trademarks mentioned in this document are the
property of their respective owners.
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